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Overview

1.1 Scope

This standard specifies the semantics and syntax of security information.  The provisions in this Part are dependent upon the provisions of Part X, Core Features, and may be dependent upon provisions of Part X, Data Element Registry.

1.2 Purpose

The purpose of this Part is to enhance the ISO/IEC 11179-3 metamodel by providing small modules of security information that may be used/reused in other contexts.

2 Normative references

The following referenced documents are indispensable for the application of this document.  For dated references, only the edition cited applies.  For undated references, the latest edition of the referenced document (including any amendments) applies.

· IETF RFC 822, Format of E-mail Messages and E-mail addresses

· ISO/IEC 2382, Information Technology — Vocabulary (multiple parts)

· ISO/IEC 11179-3, Information Technology — Metadata Registries (MDR) — Part 3: Metamodel

· ISO/IEC 11180, Postal Addressing

· ISO/IEC 11404, Information Technology — Programming languages, their environments and system software interfaces — Language-independent datatypes

· ISO/IEC TR 14652, Information Technology — Specification method for cultural conventions

· ISO/IEC 15945, Specification of Trusted Third Party Services to Support the Application of Digital Signatures

· ISO/IEC 17799-1, Code of Practice for Information Security Management

· W3C XML, Extensible Markup Language (XML)

http://www.w3.org/TR/REC-xml

3 Definitions

Definitions incorporated via normative reference

The following terms and their definitions have been incorporated via the normative references in the following order (lowest precedence to highest precedence):

· ISO/IEC 2382, Information Technology — Vocabulary (multiple parts)

· ISO/IEC 11179, Information Technology — Data Management and Interchange — Metadata Registries (MDR), Part 1: Framework

Acronyms and abbreviations

· SPM: smallest permitted maximum

4 Conformance

ISO/IEC 20944-1 is incorporated by reference.

5 Data model

This Clause defines datatypes that are used by the security information module.  Embedded ISO/IEC 11404 comments apply to the ISO/IEC 11404 definition, for example:

· "all components optional" means that the obligation attribute is "optional" for all data elements within a record

· "all sizes are SPM" means that the size values are smallest permitted maximum values

NOTE 1 — Throughout this Clause, the abbreviation SPM is used, which means "smallest permissible maximum".  The SPM value is intended to give implementers a lower limit on conforming implementations.  Applications should not assume that implementations support capabilities beyond the SPM value unless prior arrangements have been made.

NOTE 2 — Some non-ISO/IEC 11404 datatypes, such as  ssd_record, etc., are defined in Part X, Core Features.

5.1 mmd_security_information_reference_type

ISO/IEC 11404 definition

type mmd_security_information_reference_type =


mmd_identifier_type,

Description

This datatype defines a reference (or pointer) to security information.

Part X, subclause X3.2, defines the minimum set of permissible values for this datatype.  In addition, if an implementation claims conformance to Part X, Data Element Registry, then Part X, subclause X3.2 defines the permissible values for this data element..

5.2 mmd_security_information_info_type

ISO/IEC 11404 definition

type mmd_security_information_info_type =

ssd_record

(   // note: all components are optional; all sizes are SPM

    my_security_identifier_list : // database linking (key), SPM: 200

        mmd_identifier_type,

    security_hid_list : // HID linking (cross-repository), SPM: 200

        mmd_hid_type,

    credential_list : // Security credentials, SPM: 500

        mmd_security_information_credential_type,

    security_bucket : // other information, SPM: 300

        mmd_bucket_type,

),

Description

The security information is defined by this datatype.

The following components define this data element.  All components are optional.  All sizes or limits are smallest permitted maximum values.

· my_security_identifier_list: An internal database key for linking information.

· security_hid_list: An external human identifier for correlating information across data repositories.

· credential_list: A list of security credentials.

· security_bucket: A "bucket" for adding name-value pairs that provides limited extension capabilities to security information.  Part X, subclause X3.3, defines the minimum set of permissible values for this datatype.  In addition, if an implementation claims conformance to Part X, Data Element Registry, then Part X, subclause X3.3 defines the permissible values for this data element.

5.3 mmd_security_information_crendential_type

ISO/IEC 11404 definition

type mmd_security_information_credential​_type =

record

(

    context_label :

        mmd_context_label_type,

    credential_kind :

        mmd_security_information_kind_type,

    credential_value :

        octetstring, // string length SPM: 8192

),

Description

An individual security credential.  The meaning, namespace, scoping, and resolution of this feature are implementation-defined.  The following components define this data element.  All components are optional.  All sizes or limits are smallest permitted maximum values.

· context_label: The context for use of this data element.

· credential_kind: The kind of credential.

· credential_value: The value of the credential.  NOTE — The value domain for this datatype is dependent upon the value of credential_kind.

5.4 mmd_security_information_kind_type

ISO/IEC 11404 definition

type mmd_security_information_kind_type =

state // open list of permitted values

(


// The minimum set of permitted values is defined in


// Part X, subclause X3.4 whose "approval status" is "approved".

),

Description

This datatype defines the kinds of security credentials.

Part X, subclause X3.4, defines the minimum set of permissible values for this datatype.  In addition, if an implementation claims conformance to Part X, Data Element Registry, then Part X, subclause X3.4 defines the permissible values for this data element.

NOTE 1 — Part X, subclause X3.4 defines a set of permissible values, i.e., tags for the state datatype, and the meanings of these permissible values.

NOTE 2 — Even if conformance to Part X is not claimed, a portion of Part X, subclause X3.4 still applies to Part 23 (this Part), i.e., the minimum set of permissible values.

Annex A: Examples (informative)

This Annex is informative and not normative.

5.5 ISO/IEC  11404 data set

The following is a sample ISO/IEC 11404 data set:

// ISO/IEC 11404 data set

(

    my_security_identifier_list =

    (

        (

            identifier_kind = "pointer",

            identifier_value = "0x12345678"

        ),

    ),

    security_hid_list =

    (

        (

            identifier_kind = "ISO_IEC_21484_13",

            identifier_value = "88990011"

        ),

    ),

    credential_list =

    (

        (

            (

                context_label= "home",

                credential_kind = "password",

                credential_value = "swordfish"

            ),

            (

                context_label= "work",

                credential_kind = "biometric_type_1",

                credential_value = "120398123b10931203123"

            ),

        ),

    ),

),

5.6 XML coding

The following is a sample XML data instance:

<!-- XML data instance ("..." is replaced by outer tags) -->

<...>

    <my_security_identifier_list>

        <security_identifier>

            <identifier_kind>pointer</security_type>

            <identifier_value>0x12345678</security_value>

        </security_identifier>

    </my_security_identifer_list>

    <my_security_hid​_list>

        <person_hid>

            <identifier_kind>ISO_IEC_21484_13</identifier_kind>

            <identifier_value>88990011</identifier_value>

        </person_hid>

    </my_security_hid_list>

    <credential_list>

        <credential>

            <context_label>home</context_label>

            <credential_kind>password</credential_kind>

            <credential_value>swordfish</credential_value>

        </credential>

        <credential>

            <context_label>work</context_label>

            <credential_kind>biometric_type_1</credential_kind>

            <credential_value>120398123b10931203123</credential_value>

        </credential>

    </credential_list>

</...>

5.7 DNVP coding

The following is a sample DNVP data instance:

#### DNVP data instance ("..." is replaced by outer context)

....my_security_identifier.__begin:

....my_security_identifier.identifier_kind: pointer

....my_security_identifier.identifier_value: 0x12345678

....my_security_identifier.__end:

....my_security_hid.__begin:

....my_security_hid.identifier_kind: ISO_IEC_21484_13

....my_security_hid.identifier_value: 88990011

....my_security_hid.__end:

....credential.__begin:

....credential.context_label: home

....credential.credential_kind: password

....credential.credential_value: swordfish

....credential.__end:

....credential.__begin:

....credential.context_label: work

....credential.credential_kind: biometric_type_1

....credential.credential_value: 120398123b10931203123

....credential.__end:
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